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ABSTRACT: Traffic classification plays a crucial role in various domains of network management, including
architectural structure,service measurement, advertising, and security monitoring. Software-defined networks (SDN)
is a new technology that has the potential to solve typical network problems through the process of streamlining
network administration, the introduction of network programmability, and the provision of a global perspective of a
network. In recent years, Software-Defined Networking (SDN) has introduced novel opportunities for traffic
classification. Various techniques for traffic classification within SDN environments have been examined, proposed,
and developed. This survey delves into traffic classification under SDN, which is a vital component for improving
network services, administration, and security. We give an in-depth assessment of traffic categorization algorithms
adapted for SDN, emphasizing the fresh opportunities and problems they present. We cover the many metrics for
assessing the effectiveness of these traffic classification algorithms, such as accuracy, precision, recall, and F1 score,
and we examine the numerous datasets that serve as performance benchmarks. The study also synthesizes the findings
of existing research, revealing trends and the efficacy of various techniques in the context of SDN-enabled settings.
This document serves as a resource for scholars and practitioners seeking to optimize traffic classification strategies
by providing a complete review and assessment of existing traffic classification approaches.

Keywords: Software-defined network — Network traffic classification - machine learning- Quality of Service (QoS)-
network functions virtualization (NFV)

1. INTRODUCTION

Modern networks are growing increasingly complicated to meet the diverse demands of customers. Automation is
required to handle these complicated networks. Anomaly detection, traffic engineering, and intrusion protection can all
benefit from network traffic classification in a software network[1]. As a result, modern networks are becoming more
software through the use of technologies such as Network Function Virtualization (NFV) and Software-Defined
Networking (SDN) [2]. The data plane and control plane are separated in SDN. The centralized controller decides on
data forwarding[3]. The SDN controller functions as a network operating system and has centralized control over the
whole network. The controller allows for intelligent deployment[4]. ]. For various traffic classification methods, a
number of techniques, such as payload-based and port-based algorithms, have been proposed throughout the years to
achieve accurate traffic categorization. The port-based technique is the simplest and fastest, but because modern programs
dynamically assign port numbers, it is no longer used. The payload-based solution is accurate, but it affects overall
network performance and causes Quality of Service (QoS) issue[5].
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Machine learning is an important method that can be used in SDN architecture to improve network functionality as
well as non-functional characteristics such as performance, security, and others. Ml is a concept made up of three main
components: the model, the parameters, and the learning system[6]. ML approaches can be used independently or in
combination with other northbound applications of the SDN controller to enhance the intelligence of SDN. SDN
controllers utilize machine learning to do network data analysis, optimization, and automation.[7]

Information technology is advancing rapidly, and the management system of the 5G/6G network is evolving towards
integration, distribution, diversification, and intelligence [8]. The architecture of 5G is based on services, where network
functions interact using well-defined interfaces. For example, the N2 interface facilitates communication between the
radio access network (RAN) and the access and mobility function [9]. This design separates user data from the control
plane through distinct access and forwarding layers. The control layer is responsible for the logical centralization of
network control, while the access layer encompasses various wireless technologies and network topologies. The
forwarding layer aims to provide high reliability, low latency, and a manageable load for service data flow by utilizing a
common hardware platform. With the advent of 5G and the upcoming 6G technology, wireless networks have become
increasingly complex and virtualized. Although traditional wireless network topologies have significant security flaws,
5G and 6G promote infrastructure sharing [10].

Network slicing is a promising technology that aims to handle specific traffic while meeting the Quality of Service
(QoS) criteria for particular application data flows in a 5G network [11]. Key factors enabling network slicing include
NFV, SDN, edge computing, and cloud computing [12 NFV allows for the use of generic hardware for cost-effective
network function implementations, while SDN enables the separation of the control plane and data plane for flexible
resource management and efficiency [13]. Therefore, the integration of NFV and SDN in network slicing has become an
essential technology for 5G, 6G, and next network designs. [14]. Various models can be employed to distinguish network
slices, including vertical and horizontal, RAN and core, as well as static and dynamic. The network slicing architecture
consists of three layers:

e Infrastructure layer: Manages virtual and physical resources, providing connectivity and computational
capabilities.

o Network slice instance layer: Operates at the highest level of the infrastructure stack and consists of network
slice instances that collectively form end-to-end logical network slices.

e Service instance layer: Positioned above all other levels, encompassing business services and end-users.
These services are provided by either the network operator or a third party through service instances.

A functional network slice comprises two primary subslices: The core subslice, which is related to the core
network, and the RAN subslice, which is specifically designed for the next-generation RAN. [15].

2. SOFTWARE-DEFINED NETWORK (SDN)

SDN is a new technology that focuses on adaptability and flexibility. SDN applications use load balancing, routing,
and access control to effectively manage and control networks, ensuring optimal performance. The most significant
advantage of SDN is its ability to provide centralized control and improved network management [16]. NFV and SDN
technologies are changing network architecture by converting complex physical entities into virtual and programmable
nodes, consolidating network control to enhance the overall network structure. SDN achieves this by separating the
control plane and data plane and utilizing a controller program for centralized network management. The main objective
of SDN is to transform the complex and tangible network infrastructure into a virtualized, programmable, and openly
accessible network architecture[17].

SDN architectures enable the use of APIs to offer various network services, such as routing, bandwidth allocation,
access control, multicast, security measures, traffic optimization, QoS, processor and storage efficiency, energy
consumption, and policy administration. These services can be tailored to align with business objectives, allowing for the
management of the entire network through intelligent orchestration and provisioning systems [18]. The fundamental
concept of SDN involves dividing data and control traffic into three layers: application, control, and data plane. This
concept is depicted in Fig 1 [19].
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FIGURE 1. Software-defined networking (SDN) architecture [20]
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Failure of communication links is common in any network. The protection-based recovery technique in SDN reduces
the delay in recovering from failures by installing alternate routes at data plane switches [21]. The emergence of SDN
technology facilitates the centralized management and operation of networks, enabling flexible configuration of
networking resources, such as switches, using programmable interfaces [22]. SDN offers new approaches to designing
and managing different types of networks [23].

OpenFlow is a widely recognized southbound API protocol in SDN that enables communication between
controllers and network switches [24]. It operates within both software and hardware on the data plane. OpenFlow
switches can have one or more flow tables that store flow entries. Each flow entry includes match fields and actions,
which are populated by the controller [20]. The control mechanism of SDN has the potential to address the architectural
and implementation complexity associated with edge computing. By introducing a new networking mechanism, SDN
enables efficient resource management in parallel [25].

3. TRAFFIC CLASSIFICATION

Traffic classification is an intelligent task that involves categorizing traffic into different classes. This is used for
network management, service measurement, network monitoring, and other applications. Additionally, traffic
classification allows for effective resource distribution, ensures QoS, and enables the configuration of access constraints
and other network security parameters [26]. The emergence of SDN has introduced new opportunities for traffic
classification and feature selection. The comprehensive perspective of SDN controllers enables the extraction of network
traffic information from switches [20]. With this centralized view of the entire network and the ability to classify traffic
at the controller, application-specific rules critical for efficient and seamless network operation can be formulated [27].
The effectiveness and efficiency of the TC engine are crucial in SDN, as it regulates network traffic based on flows, as
shown in Figure 2 [28].

Application plane

Classifier
Control plane
Feature statistics
selection calculation
A
J { open flow
Y

FIGURE 2. General framework of traffic classification in software-defined networking (SDN) [20]
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3.1 Traffic classification without ML

Traffic classification algorithms utilize flows and their associated descriptive features as inputs. The effectiveness
of these classification algorithms relies not only on the quality of the features gathered but also on their quantity. In order
to achieve more accurate traffic classification, it is crucial to collect detailed information about specific features of each
traffic flow, such as the average packet transmission time[29]. Historically, various methods for traffic classification have
been explored and implemented within communication systems for many years.

» IP port: In the past, this was one of the most commonly used methods. However, it was only partially
effective because several applications used fixed port numbers allocated by the Internet Assigned
Numbers Authority (IANA).

+ DPI: To overcome the limitations of IP port classification methods, payload-based classification
methods were developed. Deep Packet Inspection (DPI) is a term often used interchangeably with
payload-based methods [30].

These traditional methods have faced various challenges, leading recent research to emphasize machine learning
(ML) techniques that utilize statistical properties for traffic classification [31].

3.2 Traffic classification with ML

ML has the ability to mine data and extract implicit, regular, and valuable information from large datasets [32]. The
use of ML techniques has been implemented in network systems as a highly effective strategy for continuously
monitoring the dynamic behaviour of networks, automatically analyzing network data, and making predictions regarding
network usage [33]. Recently, ML-based TC algorithms have become popular for overcoming limitations imposed by
traditional classification methods [30]. The application of ML to classify traffic has been a prominent area of research in
network measurement. This is to accommodate the characteristics of vast amounts of Internet traffic data and the large
dynamic changes in application attributes. When ML is used for traffic classification problems, the object of study usually
involves a packet sequence with identical values for the five tuples (source port, destination port, source IP, destination
IP, and transport layer protocol). Using ML techniques for traffic classification involves two primary components:

«  Selecting the appropriate network flow attribute set to construct an attribute vector.
»  Selecting the most suitable ML algorithm for building a classification model [34].

A typical ML technique consists of two primary stages: the training phase and the decision-making phase. During
the training phase, ML techniques are applied to the training dataset to establish the system model. Using this trained
model, the system can estimate the output of each new input during the decision-making phase [35]. ML algorithms can
be divided into three groups: supervised learning, unsupervised learning, and reinforcement learning. Supervised learning
involves using labelled data for classification and regression purposes, while unsupervised learning focuses on classifying
unlabelled data into distinct categories. Reinforcement learning involves the agent interacting with the environment to
acquire knowledge about actions that yield the highest reward [36].

ML techniques are becoming increasingly common in research papers for classifying network traffic without
requiring access to the content or port numbers of each packet. To find a solution, statistical characteristics that
demonstrate the behaviour of specific protocols or application flows are collected [37]. ML enables the analysis of
large volumes of data in the network, which can then be further analyzed to adjust any specific aspect efficiently and
cost-effectively as required [38].

4. DATASET

Datasets are essential in all ML methods, as they form the basis for the process of learning classifiers and allow for
the comparison of different techniques. In the field of TC, researchers often depend on different open data sets found in
the literature. These data sets include various types of traffic data, such as raw traffic, flows, and characteristics. Here,
we provide concise descriptions of some of the most commonly used data sets in this domain [39]. The influence of the
data set on prediction accuracy has also been acknowledged [40]. During the process of selecting the dataset, several
factors were taken into consideration, such as the diversity of network traffic, the availability of the PCAP attribute-
relation file format (ARFF), the extensive use of the dataset in research papers, and its accessibility. The number 37 is
enclosed in square brackets [37].
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e Moore [37]: This dataset consists of network traces collected at Cambridge University laboratories in 2005. It
contains data from different applications such as BitTorrent, MySQL, FTP, and HTTP, categorized into ten
service areas, including multimedia games and P2P. The popularity of this dataset is due to its availability in
ARFF format, which includes 249 well-defined statistical variables.

e USTC-TFC2016: This collection includes PCAP traffic for 10 different programs, such as Zeus, FaceTime,
and Skype, which include both malicious and harmless applications [41].

e CTU-13 dataset [42]: Compiled from the 2011 CTU University botnet network activity, this dataset includes
traffic from different infections and programs, as well as malicious traffic from botnets. It encompasses
multiple C&C channel protocols linked to the virus in question.

e KDD"99: This dataset is an improved version of the DARPA98 dataset that was created by analyzing the
tcpdump component. It includes various types of attacks, such as Pod-DoS, Smurf-DoS, buffer overflow, and
Neptune-DoS, which were reported by the University of California in 2007. This dataset combines both
benign and malicious network traffic in a simulated environment.

o DARPA: The dataset was generated specifically for the purpose of conducting network security analysis. and
revealed vulnerabilities related to the artificial injection of malicious and benign traffic. Email, surfing, FTP,
Telnet, IRC, and SNMP activity are all included in this dataset .Additionally, the dataset covers a range of
threats including DoS, guess password, buffer overflow, remote FTP, syn flood, Nmap, and rootkit attacks.

e ISCX2012: This dataset comprises two distinct profiles — the Alpha profile and the Beta profile. The Alpha
profile is characterized by executing multiple multistage assault scenarios, while the Beta profile serves as a
benign traffic generator designed to produce realistic network traffic alongside ambient noise. This dataset
consists of HTTP network traffic, with supported protocols including IMAP, POP3, SMTP, SSH, and FTP,
covering the entirety of data sent within a packet [43].

o NSL-KDD: This dataset contains features and labels that indicate whether a feature represents normal
behavior or an attack. Attacks can take different forms, and each instance in the training set corresponds to a
connection session. These sessions are divided into four categories: basic network connection features,
content-related features, host-based traffic, and time-related features. The dataset covers two types of
scenarios: normal and attack, with attacks classified into four groups: DoS, remote to local, user to Root, and
probing.

e CICIDS-2017: The Canadian Institute for Cybersecurity at the University developed this dataset in 2017. Its
objective was to develop intrusion detection systems by incorporating various attack scenarios. The attack
profiles in this dataset were generated using easily accessible tools and scripts, encompassing six attack
profiles: brute force, heartbleed, botnet, DoS, DDoS, web assault, and penetration assaults [44].

e CSE-CIC-IDS2018 [45]: This dataset was developed by the Canadian Institute for Cybersecurity lab and is
one of the most recent datasets that fulfils all research requirements. It encompasses comprehensive traffic,
various attack types, and accurate labelling. There are seven distinct attack types represented: brute force,
heartbleed, botnet, intrusion, online attacks, DoS, DDoS, and network infiltration. The victim organization
consisted of thirty servers, 420 computers, and five departments. The infrastructure used 50 machines to
simulate the attacks. This dataset comprises 80 attributes extracted from recorded traffic using CICFlowMeter-
V3. Detailed documentation of network traffic and system logs for each computer is also included.

o Kyoto [46]: This dataset was created by utilizing honeypots, thus eliminating the need for anonymization and
manual labelling. However, it offers a limited depiction of network traffic, as it solely focuses on attacks
directed at the honeypots. This dataset includes eleven additional attributes, such as malware detection, IDS
Detection, and Ashula detection, which enhance its suitability for research and evaluation of NIDS. The
simulated attacks imitate regular traffic patterns and generate only mail traffic data and DNS, which do not
correspond to real-world traffic. Consequently, this results in no false positives. False positives are significant
as they reduce the number of notifications.

o MAWI [37]: This dataset, operating under a working group as a part of Japan's WIDE project, has been
collecting genuine network traffic from different sample sites across the extensive network since 2000. This
dataset includes both malicious and harmless network activity from various applications.

5. EVALUATION

Three commonly utilized metrics to evaluate the effectiveness of classification methods are based on the outcomes
classified as true positives (TP), true negatives (TN), false negatives (FN), and false positives (FP) [47]. Below, we define
these performance metrics:

e Accuracy (AC): AC is defined as the ratio of accurately predicted Positive Instances of Interest (PIMs), which

include TP and TN, to the total observed PIMs, which encompass FP, FN, TP, and TN. It is calculated using the
formula in Eqg. 1:
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AC=—_TP+TN 1)
TP+ TN + FP + FN
Precision (P): P is defined as the ratio of accurately predicted positive PIMs to the total projected positive PIMs.

It is calculated using the formula in Eq. 2:

TP
TP + FP @

Recall (RC): RC is the ratio of accurately predicted positive PIMs to all PIMs in the actual class. It is calculated
using the formula in Eq. 3:
TP

RC = (3)

T TP+FN

F1 score (F1): The F1 score is the weighted average of P and RC. It is calculated using the formula in Eq. 4
[48]:

P +RC

F1=2x — (4)

The confusion matrix is used to calculate the metrics. It includes the following values: TP, which are correctly predicted
positive values, and TN, which are correctly predicted negative values. FP represent cases where the predicted class result
is positive, but the actual class result is negative. FN occur when the actual class is categorized as positive, but the
predicted class is negative. Below are the individual formulas for analyzing the algorithm's performance [49]. Table 1
illustrates the network traffic classification evaluation
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Table 1. Network Traffic Classification Evaluation

Result evaluation

Reference Proposed solution Dataset L
P Accuracy  Precision  Recall F1_score

[50] kNN, K—Eml\zans, and Moore 95% - - -
88% - - -
[51] K-means MAWI
0 - - -
52] GMM UNIBS-2009 99%
99% - - -
CNN
[53] ISCX 2012
RF
54 Autoencoder+SVM. 95% - - -
[>4] ! KDD99 °
USTC- 99.41% 99.6% 99.5% 99.5%
[55] CNN TEC2016
0, - - -
[56] Entropy-based method CTU-13 99.12%
Pearson correlation 99.98% - - -
fficient (PCC
[57] coefficient (PCC) KDD99
Mutual information
(M)
NSL-KDD 4.02% - - -
[58] ANN, SVM S 94.02%
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Random Forest: 99.86% - - .
Bayes Net: 99.75%
[59] Random Tree: cicips-2017  99-72%
Naive Bayes: 99.68%
J48: 99.87%
CSE-CIC- 99% - _ .
[60] CNNs, RNNs, DBNSs 052018
ISCX-VPN-
NonVPN-2016  gg g4 98.7%  99.2%  98.9%
[61] Regular
encrypted
2D-CNN traffic 97.8% 97.6% 98.1% 97.8%
identification:
Malicious
traffic

identification:

5.1- Comparison of Previous Studies Using Machine Learning:

This section compares previous research studies for network traffic classification that employ machine learning
algorithms:

In this study, The K-means algorithm employs Bernaille et al. [62] to classify network flows by organizing the
dataset into a predefined number of clusters (k clusters). This approach achieved an accuracy of up to 80%. Each input
is represented as a coordinate based on feature values, consisting of groups of points. There are P dimensions in a space
that shows network flows. Each dimension represents a different part, like the size of a packet. The size of packet p in
the flow is shown by the position on dimension p.

The method continuously updates the clusters until they reach a state of stability, where the centroids stay unaltered.

In contrast, Roughan et al. [63]utilized the K-nearest neighbor (KNN) method for classifying network traffic.
The K-Nearest Neighbors (KNN) algorithm, when using three nearest neighbors, obtained a maximum accuracy of 98%.
The study showcased the superior accuracy and memory efficiency of KNN, especially when employing three closest
neighbors. This may be attributed to the method's robustness and low computational cost. Nevertheless, it was observed
that the memory and processing time may escalate due to an increase in the number of neighbors. However, K-means
was superior in terms of processing time, making it an appropriate solution for real-time classification scenarios.

Liu et al. [64]present an enhanced SVM algorithm as the Optimized Facile Support Vector Machine (OFSVM)
for the purpose of network traffic categorization. Their assessment demonstrates that the Network Traffic Malware
Identification (NTMI) methodology, employing OFSVM, attains greater precision and a reduced rate of false positives
in comparison to alternative methodologies. The NTMI technique demonstrates an average accuracy of 92.5% and a
false positive rate of 5.527%.

In contrast, Pradhan et al.[65] study proposes machine learning algorithms, specifically Artificial Neural
Network (ANN) and Support Vector Machine (SVM), for network traffic classification. The classification simulation
model was designed using WEKA, incorporating Multilayer Perceptron (MLP) for ANN and Sequential Minimal
Optimization (SMO) for SVM. However, the methodology of Liu et al.[64], which integrates enhanced feature selection,
dimensionality reduction, and parameter optimization, achieves superior classification accuracy, and reduces false
positive rates. Therefore, the OFSVM approach is particularly advantageous for applications requiring high precision.

6- CHALLENGES IN SOFTWARE-DEFINED NETWORKING TRAFFIC
CLASSIFICATION

Traffic classification plays a crucial role in analyzing traffic and efficiently allocating network resources for various
services. Accurate traffic classification is necessary for categorizing network traffic into predefined classes of interest
[26]. While SDN greatly enhances network management and enables the control of diverse traffic flows, implementing
this process efficiently requires an SDN controller with a real-time classification method that is scalable, reliable, and
adaptable to future network expansion. ML-based traffic classification methods offer a promising alternative to traditional

167



Samah Adil Moshsin et al., Wasit Journal for Pure Science Vol. 3 No. 2 (2024) p. 161-171

approaches in SDNs [66]. However, several challenges need to be addressed, including computational complexity,
classifier accuracy, imbalanced training datasets, and concept drift. Concept drift refers to the changing relationships
between input and output data over time, particularly in network traffic flows, which can render a traffic classification
model outdated. In this section, we discuss the key challenges associated with traffic classification in SDNs:

e Auvailability of Datasets: Superior datasets are essential for advancing and evaluating ML algorithms. However,
the lack of openly accessible and universally standardized datasets is a significant challenge, not only for SDN
but also for numerous other fields [67].

e High Bandwidth Traffic Classification: The rapid development of network technology poses a significant
obstacle for TC systems, as certain situations might require processing traffic at gigabit rates [20].

o Interpretability and Clarity: Interpretability and clarity are crucial in traffic classification within SDNs,
especially in cases where transparency is vital, such as network security [68].

e Resource Management: Another challenge is resource management, as sustaining network efficiency and
dependability requires effectively distributing resources in accordance with changing demand patterns [69].

o Real-World Networks: Real-world networks exhibit significantly more complexity. Achieving great precision
in a controlled setting is inadequate for practical deployment. The performance of networks in real-world
scenarios is influenced by numerous factors, including scalability, availability, and the ability to adapt to
dynamic conditions [68].

o Ideal Network Assumption: ML algorithms trained under idealized network assumptions may not perform
well when dealing with the complexity and variances of real-world network settings. This jeopardizes the
traffic classification system's dependability and may decrease classification accuracy [67].

7-CONCLUSIONS

Research on traffic classification has been a significant and long-lasting field of study. With the rapid advancement
of SDN, an increasing number of researchers are focusing on traffic classification within SDN. Based on the provided
network traffic classification evaluation (Table 1), ML algorithms have proven to be highly effective for network traffic
classification. The top-performing algorithms achieved accuracy rates exceeding 99% on most datasets. Random Forest
and convolutional neural networks emerged as the overall best-performing algorithms, demonstrating the highest
accuracy across various datasets, including those for encrypted traffic and intrusion detection. Additionally, algorithms
such as Gaussian mixture models, entropy-based methods, SVMs, and ANNSs also showed commendable performance.
However, the selection of the best algorithm for a specific application will depend on the particular dataset and the desired
accuracy and performance characteristics.
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