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1. INTRODUCTION 

 
Today, the conversation surrounding system security and intrusion detection plays a crucial role in addressing 

computer and network security concerns. It has fulfilled security objectives. Securing computer systems and networks 

has become increasingly crucial due to the rising use of computer networks, particularly the Internet, the advancing 

expertise of users and attackers, and the presence of multiple software vulnerabilities. Research and inquiry on non-

preventive systems like intrusion detection systems, which identify attacks and aberrant behaviors in computer systems 

and networks, are also crucial and hold a distinct standing. Intrusion detection systems monitor computer systems or 

networks to analyze events and detect deviations from security policies [1-2]. 

An extremely basic definition of an intrusion detection system is a computer and network danger notification system. 

In order to improve their intrusion detection capacity, modern intrusion detection systems leverage more 

comprehensive information sources than their predecessors. These information sources include a number of extraneous 

details that the detection engine may choose to ignore. They vary depending on the intrusion detection system's 

architecture and the locations of the sensors that are in charge of gathering primary data. There are two methods that 

intrusion detection systems can employ to spot questionable activity. In order to determine whether or whether the 

conduct under investigation deviates from what is considered "norm behavior," profiles of users' typical behavior are 

created and compared with other actions. This process is known as intrusion diagnosis and intrusion detection. 

Subsequently, the intrusion detection system searches for actions that have been previously classified as attacks. 

Having at least one history of experiencing such conduct in the past is necessary to determine whether a behavior is 

included in known attacks or not. There are restrictions on single-neuron networks, such as their inability to perform 

non-linear functions [3]. 
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Using a new network architecture and an advanced learning algorithm, Chiba et al. [4] have given the best way to 

construct an intrusion detection system in a posterior neural network network. For the first time, this method depends 

on creating every possible combination of the right values for the parameters that can be used to build such a 

classification, or on how well the parameters—such as selection, data normalization feature, neural network 

architecture, and activation function—perform in terms of anomaly detection. Lazy learning techniques have been 

suggested by Chelam et al. [5] as a way to enhance intrusion detection systems' general performance. 

In order to attain greater accuracy and quicker detection times, Wang et al. [6] have introduced a network intrusion 

detection system that uses a machine learning algorithm to detect or block network intrusions. Another significant 

benefit is the application of machine learning, which reduces the need for advanced knowledge compared to the black 

and white list model. With the use of a supervised learning algorithm, Ashfaq et al. [7] introduced a fuzzy-based semi-

supervised learning technique that uses unlabeled data to enhance intrusion detection system classification 

performance. To guarantee that pertinent and implicit information will be retrieved from the data that is of interest to 

the user and has a shorter execution time, Vishwakrama et al. [8] have combined the idea of data mining with intrusion 

detection systems. 

A novel multi-stage decision tree algorithm and support vector machine were introduced by Amno et al. [9] to enhance 

threat classification and, consequently, security solutions. An effective fuzzy clustering technique for network 

intrusion detection was developed by Li et al. [10]. An algorithm based on clustering has been used in a cloud storage 

environment to detect intrusions from mobile ad hoc networks. 

A system that applies a number of pre-processing procedures to the sensor results is reported in the study by Waller et 

al. [11]. 

In order to detect misuse and anomalies, Hrong et al. [12] proposed a hybrid intrusion detection system that included 

protocol analysis with data mining techniques. Experiment results show that our proposed method can achieve a good 

and robust performance, which possesses huge competitive advantages when compared to other existing methods in 

terms of accuracy, detection rate, false alarm rate and training speed. A new approach based on the coupling of the 

hierarchical clustering algorithm and the straightforward feature selection process of support vector machine 

techniques was introduced by Chisler et al. [13]. Hierarchical clustering gives the support vector machine model 

greater quality training data. This approach shortens the training period while also increasing productivity. A technique 

based on threat notification correlation was presented by Gang et al. [14]. In order to combat computer assaults, this 

strategy aims to densify the notice of threats and their linkage. This article introduces a novel concept on the integration 

of two detection systems. To improve the caliber of information gleaned from them, different influences are dependent 

on behavior and expertise. 

In the study conducted by Lee et al. [15], they proposed a method based on genetic network programming and 

association rules to identify network penetration by combining anomaly and utilization. Make distinctions between 

unknowns. A strategy based on feature reduction and support vector machines was presented by Zhou et al. [16]. This 

approach used the support vector machines and ant community algorithm clustering techniques to give a high intrusion 

detection rate. 

. A novel strategy was put up in [17] To find a good balance between trying new things and using what already works, 

and also fix the problem of getting stuck on something that's not the best. This was done by making the MFO (Moth–

Flame Optimization) better and adding new operators along with the embedded spiral operator. This work's main idea 

is using the cosine similarity measure to change the continuous MFO into a binary problem. The limits of the 

commonly used sigmoid function, which relies on a threshold value for conversion, are solved by using cosine 

similarity. However, cosine similarity measures how much alike the current and ideal solutions are. The authors of 

[18] suggested hybridizing modified binary GWO with PSO. The suggested solution outperformed the previous 

solutions, as evidenced by the two benchmarking datasets it employed, NSL KDD'99 and UNSW-NB15. The 

suggested approach increased detection accuracy by roughly 0.3% to 12% and detection rate by 2% to 12%. 

Furthermore, false alarm rates are decreased by 4% to 43%, and between 31% and 75% less characteristics are present. 

In conclusion, the suggested method lowered processing time by roughly 14% to 22% in comparison to cutting-edge 

methods. 

In [19], Multilayer Perceptron learning is optimized by the use of the Harris Hawks Optimization algorithm (HHO) in 

an Intrusion Detection System (IDS) to adjust weight and bias settings. The goal of this method learning process is to 

choose the best parameters in order to reduce network intrusion detection errors.  

The low accuracy of common intrusion detection system methods is a problem that this research aims to address with 

a novel method. An intrusion detection system is a piece of hardware or software that watches the sequence of events 

to identify threats. In order to completely secure a computer system, intrusion detection systems are required in 

addition to firewalls and other intrusion prevention tools. This way, in the event that an intruder manages to get past 

the firewall, antivirus software, and other security tools and into the system, the system can identify the threat and 

devise a countermeasure. The Cuckoo algorithm is the one employed in this study. Among the most advanced and 

potent evolutionary optimization techniques ever presented is this algorithm. 
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2 THE PROPOSED DETECTION METHODOLOGY 

The proposed method involves generating a set of reduced characteristics using the cuckoo search algorithm and 

designing an intrusion detection system using a perceptron neural network. 

2.1 Perceptron network 

Engineers utilize artificial neural networks as significant tools. The perceptron neural network, also known as the 

perceptron learning rule, is the simplest form of artificial neural network. Understanding the perceptron method is 

crucial as it forms the foundation for comprehending artificial neural networks. Artificial neural networks are 

computational algorithms designed to mimic the functioning of the human brain. They have gained popularity in recent 

times. People are attentive to them due to their proficiency in problem-solving and their applicability across several 

fields of study. They can be utilized for supervised learning to solve problems with known answers or for unsupervised 

learning when the answer is unknown. 

This section requires a discussion of the architecture of the perceptron network. Figure 1 displays the Perceptron neural 

network. 

 
Figure 1. perceptron network [20] 

 
First, the weight matrix of the network is considered: 
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W will be as follows: 

𝑊 = [

𝑊1
 𝑇

𝑊2
 𝑇

..
𝑊3
 𝑇

] 

2. 

Therefore, the i-th element of the output vector will be the following Eq. 

𝑎𝑖 = ℎ𝑎𝑟𝑑𝑙𝑖𝑚(𝑛)  
=  ℎ𝑎𝑟𝑑𝑙𝑖𝑚( 𝑤𝑖

 𝑇
 𝑝 + 𝑏𝑖): 

3. 

where the hardlim transfer function is defined as follows: 

𝑎𝑖 = ℎ𝑎𝑟𝑑𝑙𝑖𝑚(𝑛)  

=  {
1               𝑖𝑓 ≥ 0 

0                𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 

4. 

 

 

2.2 Cuckoo algorithm 

 
One technique for handling complex, never-ending problems is the Cuckoo Algorithm. The lifestyle of a species of 

birds known as "cuckoos" has an impact on this computer program. We use the behavior of a Cuckoo bird as inspiration 

while writing computer programs. This bird is distinct in that it can estimate and reproduce. The Cuckoo Optimization 

Algorithm is initiated using Cuckoo eggs and adult male birds that are sterile. Adult Cuckoos lay their eggs in several 

birdhouses. The cuckoo eggs will hatch into adult cuckoo birds if the birds do not find and kill them. Because their 

choices can be influenced by their surroundings, adult cuckoos migrate in groups to choose an appropriate location for 
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living and reproducing. The "global optimum" is the best solution that this computer software seeks to identify. This 

approach has been shown to be effective in a variety of real-world scenarios. The cuckoo bird algorithm was introduced 

by Ying and colleagues in 2008 [21]. Because of their peculiar lifestyle and tendency to raise their generation as 

parasites, cuckoo bird species served as an inspiration for this algorithm. 

This stage determines the parameters of the algorithm. These parameters are: the algorithm's population, or the number 

of nests, (n); the algorithm's step size parameter, (a); the algorithm's detection probability, (Pa); and the maximum 

number of penetration analyses required to halt the method. 

 

2.2.1 Primary population production 

The initial location of the nests at this stage is randomly determined from among the sections considered for each 

design variable in the following form: 

𝑛𝑒𝑠𝑡𝑖,𝑗
(0)

= (𝑋𝑗,min  + 𝑟𝑎𝑛𝑑. (𝑋𝑗,max  

− 𝑋𝑗,min  ) 

5. 

so that 𝑛𝑒𝑠𝑡𝑖,𝑗
(0)

 is the initial location of the jth variable from the ith nest or solution, 𝑋𝑗,max   and  𝑋𝑗,min   are the 

minimum and maximum values For the variable or group of jam and rand, it is a random number from the interval 

[0,1]. 

 

2.2.2 Birth of new cuckoos using Levy's flight pattern 

 

At this stage, all the nests, other than the best nest or solution obtained so far, are replaced by using newly created eggs 

from the location of the nests according to the quality of the solution in the following form: 

𝑛𝑒𝑠𝑡𝑖
(𝑡+1)

= 𝑛𝑒𝑠𝑡𝑖
(𝑡) + 𝛼. 𝑆. (𝑛𝑒𝑠𝑡𝑖

(𝑡)

− 𝑛𝑒𝑠𝑡𝐵𝑒𝑠𝑡
(𝑡) ) 

6. 

 

so that 𝑛𝑒𝑠𝑡𝑖
(𝑡)

 is the current location of the i-th nest. α is the probability parameter, S is the Levi's flight vector based 

on Mantagta's algorithm, which is presented in equation 7. r is a random number from the standard normal distribution 

and 𝑛𝑒𝑠𝑡𝐵𝑒𝑠𝑡
(𝑡)

is the best nest or solution obtained so far. 

𝑠 
=  𝑟𝑎𝑛𝑑 . (𝑛𝑒𝑠𝑡𝑠[𝑝𝑒𝑟𝑚𝑢𝑡𝑒 1[𝑖][𝑗]
− 𝑛𝑒𝑠𝑡𝑠 [𝑝𝑒𝑟𝑚𝑢𝑡𝑒 2[𝑖][𝑗]) 

7. 

 

Where Pamute 1 and Permute 2 are permutation functions that are applied on the rows of the matrix related to the 

solutions and P is the probability matrix introduced in the following relationship. 

𝑝𝑖,𝑗 {
1                       𝑖𝑓 𝑟𝑎𝑛𝑑 < 𝑝𝑎  

0                      𝑖𝑓 𝑟𝑎𝑛𝑑 ≥  𝑝𝑎       
 

8. 

 

2.2.3 Discover strange eggs 

 

Strange eggs are discovered using the probability matrix explained in equation 9 for all variables of all nests. Existing 

nests are based on quality, solving with newly created eggs through random moves with random steps. They are 

replaced by the following form. 

𝑛𝑒𝑠𝑡 
(𝑡+1) = 𝑛𝑒𝑠𝑡 

(𝑡) + 𝑠.∗ 𝑝 9. 
 

The host bird will either discard the cuckoo egg or leave the nest if it discovers one in its nest. The fundamental ideas 

behind the cuckoo search algorithm are these two phenomena. This algorithm's primary characteristics are: 

A cuckoo deposits an egg in a nest that it chooses at random. It stands for a potential fix for an optimization issue. The 

best solutions are retained, and the nest containing the best egg is advanced to the following iteration. 

To eliminate noise and unnecessary information, each cuckoo egg deposit has a chance of Pa € {0, 1}. The total 

number of possible nests is set. Among the most important techniques utilized in data preprocessing are data cleansing, 

transformation, integration, and reduction. To balance the data in accordance with the suggested manner, the pre-

processing procedures of data transformation and data normalization have been completed in the current work. Until 

the algorithm hits a stopping threshold, the two steps pertaining to the creation of fresh cuckoo eggs and the discovery 

of stranger eggs are alternately repeated. This algorithm's maximum number of analyses can be thought of as a 

terminating condition [22].  
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       This section discusses the creation of an intrusion detection system that uses a perceptron neural network and the 

Cuckoo algorithm. Given that choosing features is an essential first stage in the design of an intrusion detection system. 

First, the concepts needed for the construction of the new technique are given, and then the system is built. The Cuckoo 

algorithm was used to pick the feature, and the optimal perceptron neural network was used to design the intrusion 

detection system. 

One of the fundamental processes in intrusion detection systems is feature selection, as was covered in the prior 

content. The set of reduced features in this study is chosen using the cuckoo algorithm approach. The number of each 

sample of data in each of these attributes is determined after the set of reduced attributes is created, and based on the 

data set, a perceptron neural network is used to detect the effect or normality of the data. The system will then be tested 

using the data set to ascertain whether or not the data is intrusive. 

Levy fly is used by the Cuckoo search method in place of random walk, which enhances performance. Typical Levy 

flight features have been seen in a wide variety of animals and insects. A Levy flight is a random walk with a heavy-

tailed probability distribution controlling the step length. After taking a lot of steps, a random walk's distance from its 

beginning tends to a stable distribution. Gandami and his colleagues [23] make this clear. Levy flying does a better 

job of performing that random walk. As a result, the cuckoo search algorithm was used for this study since it offers a 

quicker rate of convergence. 

In the suggested strategy, where initial weights and matching biases are chosen for perceptron optimization, each 

optimal nest indicates a potential solution. The optimization of weight and population size determines the quality of 

the solution. The method operates in two stages. The best weight and bias for the first cycle are initialized using the 

Cuckoo method in the first step. Second, the weights are compared to the optimal solution by the use of 

backpropagation. The Cuckoo algorithm repeats this procedure, updating the weights with the best available answer 

each time and looking for the ideal weights until the very end of the cycle. 

The suggested method's flow is depicted in Figure 2, wherein (i) a population of n nests is randomly started to create 

the optimal perceptron, and (ii) a new solution (nest) is obtained through Levy flight and its fitness is assessed. 

(iii) The optimal solution is determined by comparing the new and old solutions after each cycle. 

 

 

 
Figure 2. Flow of the proposed method 

According to the proposed method, Xi = initialization of a random population of n host nests. In the next step, a solution 

is obtained using equation 15-3. The suitability Fi of the solution is evaluated and according to the equation 3-16, a 

random nest (i) is selected with the suitability (Fi). If Fi > Fj, j is a new solution, and if it is, j is replaced (new solution). 

A Pa is discarded from the worse nest and new nests are constructed using Equation 6, and this process is repeated until 

the solutions are ranked and the best Nest Fi is found. 
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2.3. Comparison criteria 

Two key aspects related to the evaluation and as a result comparing the performance of intrusion detection approaches 

are: the efficiency of the detection process and the operation cost. In addition to not underestimating the importance, 

the cost should be emphasized. In this context, there are four modes corresponding to the relationship between the 

detection results for an analyzed event ("normal" vs. "intrusion") and the true nature of the results ("harmless" vs. 

"malicious"). 

These four modes are: 

True Positive (TP): The analyzed event is correctly detected as an intrusion. 

False Positive (FP): The analyzed event is harmless from a security point of view, but is detected as malicious. 

The true negative (TN) of the analyzed event is correctly recognized as safe and normal. 

False negative (FN): The analyzed event is malicious but is recognized as harmless. 

It is clear that the lower the FP and FN and the higher the TP and TN, the better the performance. 

The main purpose of this paper is to provide a method to improve the intrusion detection system in computer networks 

using neural networks and cuckoo algorithm. In this paper, the system evaluation system has been done based on the 

relevant criteria in the field of intrusion detection, which include accuracy, precision, intrusion detection rate, error 

warning rate, readout (False Positive Rate), sensitivity rate, F-measure, and the results The result is compared with FC-

ANN and genetic algorithm methods. 

 

2.3.1 Simulation scenario 

 

Pre-processing processes are carried out in accordance with the KDD98 database, which is the first consideration in 

simulating the suggested method. Following the data pre-processing procedures, a few of the most significant and 

crucial data features—known as heading features—are taken out and sent into the neural network as input. because 

there are three levels in a neural network: input, hidden, and output 

2.3.2 Data model 

 

The IST group from MIT Lincoln Laboratory under DARPA collected the first standardized data for the review and 

evaluation of intrusion detection systems. This information was used over several weeks in a simulation to test DARPA's 
1intrusion detection system. This data set is classified based on the year of data collection (1998-1999). The data set of 

1999, which was collected with his diligence and under his supervision and during his PhD project, was used in the third 

international competition of knowledge discovery and data mining KDD-CUP99 and in the fifth conference in this field. 

Contains standard connection records that include a set of simulated attacks and intrusions on a military network. 

 

3. RESULT 

 

MAE is the sum of positive errors for all values. It is calculated by finding the difference between the actual value and 

the predicted value and taking their absolute value. The positive value of all errors is taken and the average is 

calculated using Equation 10. 

𝑀𝐴𝐸 =
∑ |𝑦𝑖 − 𝑥𝑖|

𝑛
𝑖=1

𝑛
 

10. 

 

Where yi is the actual value, xi is the predicted value, and n represents the total number of data points in the dataset. 

Figure 3 shows the MAE result and its convergence during the experiments for the proposed method for the test and 

training data sets. MAE starts at 1.2323 and continuously decreases to 0.011163 after 500 periods. As shown in the 

MAE plot for the test data set. After 500 to 1000 cycles, the change in MAE value is negligible as shown by a straight 

line in the graph. The final calculated value for MAE in our experiment is 0.0097501. Similarly, the calculated MAE 

value on the test data set starts at 0.07123 and then continuously decreases to 0.001244 after 120 epochs. The MAE 

value remains almost constant up to 1000 periods. 
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Testing dataset 

 
Training dataset 

Figure 3. MAE convergence for testing and training datasets 

 

In this research, the values of the proposed method are compared with the following three methods. 

• Method based on ad hoc wireless networks (CWN) [23] 

• Method based on service quality and parallel technology (SQPT) [24] 

• Combined genetic and fuzzy method (GF) [25] 

Table 1-4 shows the MEA values for these three methods and the proposed method. As can be seen, the sum of positive 

errors for the proposed method is the smallest. As shown in Table 1, the proposed model outperforms other models in 

terms of MAE. 

Table 1. MAE values for conventional methods 

 

GF SQPT CWN proposed 

method 

 

0.0096541 0.0096021 0.0097100 0.0097501 MAE 

a. Accuracy 

In the evaluation of intrusion detection, we know that in order to obtain the accuracy of intrusion detection, the ratio of 

the sum of true positives and true negatives to the sum of true positives, false positives, true negatives, and false 

negatives is shown in relation 11 to show the accuracy of the proposed method with other methods. Shows in Figure 4. 
The accuracy for the proposed method is 0.898, which is higher than other common methods. 

Accuracy =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 +  𝐹𝑃 + 𝑇𝑁 +  𝐹𝑁
 

11. 

 

 
Figure 4.Comparison of the accuracy of the proposed method and conventional methods 

b. Precicion  

In terms of evaluation, the higher the Precicion, the more secure the system is. Which is the ratio of true positives to the 

sum of true positives and false positives in order to obtain and calculate the accuracy of intrusion detection. Which 

shows the accuracy of the proposed method with other methods in relation 12 in Figure 5. The Precicion for the proposed 

0.86
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0.88
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0.9

proposed
method
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Accuracy



Hameed., Wasit Journal for Pure Science Vol. 3 No. 1 (2024) p. 95-105 

 

 

 102 

method is 0.9341, which is higher than other common methods and the system has more security. 

Precicion =
𝑇𝑃

𝑇𝑃 +  𝐹𝑃 
 

12. 

 

 

 
Figure 5.Comparing the Precicion of the proposed method and conventional methods 

c. False Positive Rate 

In the False Positive Rate or the FPR, the closer the value is to zero, the system has the minimum error, and in order to 

obtain and calculate the error alarm rate in intrusion detection, the obtained accuracy value is subtracted from one (1). 

In the equation 13 shows the error warning rate with the proposed method compared to other methods in Figure 6. The 

False Positive Rate for the proposed method is 0.0659, which has less error than other common methods. 

FPR = 1 −
𝑇𝑃

𝑇𝑃 +  𝐹𝑃 
 

13. 

 

 
Figure 6. Comparison of the False Positive Rate of the proposed method and conventional methods 

 
d. Recall 

Recall  is usually called True Posetire Rate, the closer it is to one, the more efficient the system is. Equation 14 shows 

the display and loading of the proposed method with other methods in Figure 7. The error warning rate for the proposed 

method is 0.9913, which is higher than other common methods and is a sign of the efficiency of the method. 

Recall(TPR)  =
𝑇𝑃

𝑇𝑃 +  𝐹𝑁 
 

14. 
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Figure 7.Comparing the Recall of the proposed method and conventional methods 

 

e. F-measure 

 

F-measure, which is a combination of accuracy and readability criteria presented by van Rijsbergen in 1974 [26], is one 

of the usual evaluation criteria, especially when working with unbalanced sets. Which shows the proposed method with 

other methods in Figure 8 in the equation 15 representations F-measure. F-measure, which is a combination of accuracy 

and readability criteria, is 0.977 for the proposed method, which is higher than other common methods and is a sign of 

the efficiency and accuracy of the method. 

F − measure =
2 ∗  𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗  𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 +  𝑅𝑒𝑐𝑎𝑙𝑙
 

15. 

 

 
Figure 7. Comparing the F-measure of the proposed method and conventional methods 

 

 4. CONCLUSION 

 

 The problem studied in this research is the design of intrusion detection system using optimal perceptron and cuckoo 

algorithm. Common methods of intrusion detection systems have advantages of high accuracy in feature selection and 

automatic generation of optimal perceptron and disadvantages of not processing continuous data. that a new algorithm 

for intrusion detection was proposed and implemented, and the implementation results show the improvement of 

intrusion detection accuracy and compatibility with both continuous and discrete data types and the absence of 

additional overhead in processing continuous data in this system to select the set The reduced features are used by the 

cuckoo algorithm, then according to the frequency of different types of features in the intrusive and normal data, they 

are treated with the help of the optimal perceptron. The system is tested and the implementation results show a detection 

accuracy of 89.8%, which is a significant improvement over previous methods. 

This work presents a new IDS based on the combination of neural network and cuckoo search optimization technique. 

Optimal perceptron for cuckoo classification and search is used to train neural network. Neural network training is done 

by updating the values of weights for better results. The proposed scheme is evaluated on the benchmark dataset of the 

IST Group from MIT Lincoln Laboratory under DARPA to identify normal and abnormal traffic. The evaluation criteria 

include accuracy, precision, intrusion detection rate, error warning rate, readability and F factor. The proposed method 

is also compared with the standard methods available in the literature, such as the method based on ad hoc wireless 
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networks [23] and the method based on quality of service and parallel technology [24] and the combined genetic and 

fuzzy method [25]. The simulation results, namely accuracy = 0.898, Precicion = 0.9341, False Posetive Rate = 0.0659, 

Recall = 0.9913, and F-measure = 0.977, clearly show the superior performance of the proposed method against the 

standard methods available in the literature. 
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